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INTRODUCTION

Instructions

To apply to become accredited under the CREST ANZ Accredited Best of Breed Penetration Tester (ABPT)
program, please

1. Fill out and sign this application form.
2. Submit both completed and signed documents to CREST ANZ at the following email address ...
admin@crestaustralia.org.

Application Approval Process

The CREST ANZ Accredited Best of Breed Penetration Tester (APT) accreditation process is detailed below:

1. The applicant completes their CREST ANZ Accredited Best of Breed Penetration Tester — application form
and emails the completed form to admin@crestaustralia.org.

2. A S$2500 (plus GST) fee applies to all ABPT applicants from CREST ANZ Approved Member Companies and
is payable upon submission of the application. A fee of $3000 (plus GST) applies to ABPT applicants that

are not employees or contractors from CREST ANZ Approved Member Companies. On receipt of the
correctly completed application, CREST ANZ will issue the applicant an invoice for the appropriate fee
required to be paid before CREST ANZ commences processing the application.
3. Onreceipt of the payment, CREST ANZ:
a. will review the application and supporting documents
b. will conduct related open source and other investigations to complete our assessment
c. may ask applicants to clarify certain information in the application or the supporting materials
d. will schedule the Technical Competency Assessments and other assessments.
e. will request access to employer and client referees
At all times throughout the process, CREST ANZ is available to respond to questions and concerns.
5. Upon the conclusion of the ABPT process, the CREST ANZ CEO will contact applicants to advise whether
accreditation under the ABPT program has been granted
6. Upon successful completion of the ABPT program, a comprehensive report is provided to the party that is
responsible for the application (either individual or organisation)

ABPT accreditations are current and valid for 18 months from time of completion.
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APPLICANT INFORMATION

1. Your Details

Complete this section:

First name: Last name:
Email: Mobile:
Signature: Date:

2. Qualifying Criteria

Answer the question to check that the applicant meets CREST ANZ qualifying criteria:

Question Yes No

Does the applicant provide services and/or products to or in the Cyber &
Information Security industry in Australia?

Is the applicant an employee or contractor of a business providing Cyber &
Information Security services in Australia?

3. Applicant's Employer Information

Provide information about the employer:

Employer name

ABN CREST ANZ will

Registration date Ver’f),' ap;?llcant
details with the

State of registration current employer,

R identified in this
Registered address section
Principle place of business
(if different)
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4. Applicant Overview

Provide an overview of your interest in CREST ANZ’s Accredited Best of Breed Penetration Tester (ABPT)
program and a brief history of your involvement in the cyber security industry.

Number years providing cyber
security services:

5. Technical Certifications

Provide list the principal certifications held by the applicant. Please provide documentation of certifications
held where possible.

Certification P I e . . Evidence
. Certification name Certification vendor Certification expiry date
abbreviation attached?
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6. Technical Competencies

Provide a summary of other, non-certification technical competencies held by the applicant.

Course Evidence
. Course name Course vendor Date completed
abbreviation P attached?

7. Applicant Expertise

Provide information about applicant expertise. Please use the ‘other’ spaces to provide additional relevant
information as appropriate.

Service Tick
Penetration Testing

=  Webapp

=  Mobile app

=  Web services & API

=  Source code review

= Vulnerability assessment

= |oT device

=  External pentest

= Internal pentest

=  Mobile device

= Otherl
=  Other2
=  Other3
= Other4
= Other5

Managed Services
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=  SEIM and log management

=  Endpoint protection

=  Content filtering

=  Network and APT monitoring
=  File integrity monitoring

= Access management

=  Gateway management

=  Threat hunting

=  Threat intelligence

=  End-user behaviour analytics

=  URL filtering

= Other6

=  Other?7

=  Other8

=  Other9

=  Other10

Service (cont.) Tick
Consulting

=  PCl assessment

=  |IRAP assessment

= |SO9001 assessment

= |SO27001 assessment

=  GRCassessment

= Security posture review

= |T Security review

=  ASD Essential 8 assessment

=  ASD Essential 35 assessment

=  Training
=  Other11
=  Other12
=  Other13
= Other14
=  Other15
= Other 16
=  Other17
=  Other18
=  Other19
=  QOther 20
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8. Commercial Experience

Provide information about the sectors/industries the applicant has experience in:
Web and Infrastru Mobile Cloud Wireless  Network Social Exploitat Red Static SCADA loT
Sector/Industry API cture Engineer ion Teaming Code and OT
ing Review
How many of each
type of
commercial
penetration test
have you
completed?
What year was
your first
engagement of
each type?

What year was
your most recent
engagement of
each type?

Years’ experience
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9. Industry Experience

Provide information about the sectors/industries the applicant has experience in:

Have you Web and  Infrastru Mobile Cloud Wireless  Network Social Exploitat Red Static SCADA loT
performed API cture Engineer ion Teaming Code and OT
penetration tests in ing Review

the following
sectors/industries
Energy (oil and gas,
power utility,
renewable energy,
and coal)
Materials (mining
and metal refining,
chemical and
forestry products)
Industrials
(construction,
manufacturing)
Consumer
Discretionary (High-
end Retail: durable
goods, high-end
apparel,
entertainment,
leisure activities, &
automobiles)
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Have you Web and Infrastru  Mobile Cloud Wireless  Network  Social Exploitat Red Static SCADA loT
performed API cture Engineer ion Teaming Code and OT
penetration tests in ing Review

the following
sectors/industries
Consumer Staples
and Retail
Healthcare (Health
Care Equipment &
Services,
Pharmaceutical,
Biotechnology &
Life Sciences)
Financials (Banks,
Diversified
Financials,
Insurance)
Information
Technology
(Software &
Services, Hardware
& Equipment)
Telecommunication
Services

Utilities (water,
sewage, electricity,
dams, and natural
gas)

Real Estate (land,
real estate, and real
property)
Government (Local,
State, Federal,
aerospace, defence)
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10. Professionalism and Performance Competency — Applicant Roles

Please provide a summary of roles held and dates, starting with current employer and role.

Employer Role/Title Date commencing Date leaving

11. Professionalism and Performance Competency — Employer References

Please provide a summary of employer referees and contact details. CREST ANZ may contact employers
detailed below.

Employer Contact name Role Contact # Contact email
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12. Professionalism and Performance Competency — Client References

Please provide a summary of client reference that can be contacted. CREST ANZ may contact clients detailed
below.

Client Name Contact name Role Contact # Contact email

13. Individual Attributes — Police Check

Please attach a copy of your online national police check.
Documentation Attached

Date Completed

14. Consent and Verification

| hereby consent to CREST ANZ contacting Employers, Clients and Peers as provides in their application form.
Consent Provided

Date

| hereby verify that the information provided in their membership application to be true and factual.
Verification
Date

Signature
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Appendix 1: Supplementary Page

Provide additional information using this supplementary page. Start a separate supplementary page for each
application form section. Complete the identifying information below for each page.

Application form section:

Page number in "1 of 5"
format:
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